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What is Enterprise Remote Control?

IntelliAdmin Enterprise Server allows you to quickly and securely control computers
across your network, and across the world.

The enterprise server automatically negotiates connections across firewalls and
behind NAT devices - making it easy to support users behind on any network.

Unlike other remote control services, *you* get to control the entire process. The
server is run by you, and the network traffic is only sent through your enterprise
server. No monthly fees, and no external service to depend on to get the job done.
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Hardware and Software Requirements

Operating System:

Windows XP, Vista, 7, or 8 if you have less than 20 computers

Windows 2003, 2008, or 2012 if you have 20 or more computers
Hard disk space:

500 MB Free

1 GB for every 50 computers registered with the server
Network Ports:

Port 443, and 80 are used by default. These ports can be changed, but it is
not recommended since it reduces the server’s ability to connect to
computers behind some firewalls.

Memory:

500 MB of RAM for every 50 computers you will register with the enterprise
server
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Upgrading from previous versions

This section is for you if you already have a previous version of the Enterprise
server installed.

Please follow these instructions carefully so your upgrade is as smooth as possible.

Step 1- Upgrade all agents.

It is very important that all of your agents are upgraded to at least version 5.545.
If older agents are present, they will not connect to the new enterprise server and
will be prevented from updating.

We have setup a special automatic update server for this purpose. To get your
agents to see it, you will need to make a registry change on the Enterprise server.

Open up regedit and go to this registry key:

HKLM\Software\IntelliAdmin\Enterprise\RC\Settings\AgentSettings

ﬁ Registry Editor
File Edit View Favorites Help
----- EpsonMet -
: FinePrint Software
GEAR Software
Hewlett-Packard
Intel
4 | IntelliAdmin
a- Enterprise
4. RC

4. Sefti ngs
----- AgentSettings
: Computers
Licenses
Users
4 - | RemoteControlAgent5

m

Users
----- RemoteControlOD5
..... Test
T5Manager
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If you look on the right side you will see a string value named

“AutomaticUpdateURL"”

Mame Type Data
ab| Mefault) REG_SZ (walue f
ab| AtomaticUpdatelRL REG_5Z http://
ab| ServiceConfigureButton REG 57 FALSE

Change it to: http://upgrade.intelliadmin.com

Note: The old value is http://update.intelliadmin.com - It is easy to

confuse the two, so please carefully check and make sure it has the proper

URL.

Restart the Enterprise service in the service manager:

o EtmBRm for Distributed Transaction ...

% LightTPD

o Link-Layer Topelogy Discovery Map...

Coordinates...

A fast, secur...

Creates a M...

R oI oI -

Mame : Descripticn Status
w Intellifdmin Cron Service Intellifidmi...
+Intellifdmin Enterprise Remote Cont... Intellifdmi...

v IntelliAdminRCS IntelliAdmi...

. Interactive Services Detection Enables use...

o Internet Connection Sharing (IC5) Provides ne...

v [P Helper Pronciaes tu,.,  Started
. 1IPod Service iPod hardw... Started
+:1Psec Policy Agent Internet Pro...  Started

http://www.intelliadmin.com

Wait for all the agents to update to the latest build nhumber.
It will usually take around 24 hours to complete.

Agents need to have build humber 5.545 or higher.
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You can check the agent status by going into the Enterprise server settings
application and looking at the computers tab:

/[

Show All Computers /I

[Online] i

Batch Server

Windows 2008 Care -
Delete

Current User: Tiffany Wu

Last Contact: 5/15/2011 3:
Agent Version: 5.423
Operating System: Windows Vista

[Offiine]

Web Server
Windows 2003 Server

’_“*-.L,J_ger:
ThoE[15/2011 11:45 "
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Step 2- Backup current version

The next step is backing up all settings, and files for the Enterprise server. This is
an important step, since it will allow you to reverse the changes if something goes
wrong.

All of the settings in the older version are stored in the registry. To back them up,
you need to export the registry key.

Open regedit, and drill down to this key:
HKLM\Software\IntelliAdmin\Enterprise

When it is selected, go to file and export:

ﬁ Registry Editor \
File | Edit View Favorites Help

Import...
Export...

Load Hive... ™

Unload Hive...

Connect Metwork Registry..

Disconnect Metwork Registry...

Print... Ctrl+P
Exit
. b - . Intel

a - IntellifAdmin

| a.  Enterprise

= RC

Next, you need to backup the files used for the Enterprise server service.

Stop the IntelliAdminRC service, and copy this folder to your backup location:
C:\Program Files (x86)\IntelliAdmin\Enterprise (On 64 bit versions of windows)
C:\Program Files\IntelliAdmin\Enterprise (On 32 bit versions of windows)

Once you have this folder, and the registry export in a safe place you are ready for
the upgrade.
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Installation

Download the latest version from our website:

http://www.intelliadmin.com/EServerSetup.exe

Once the download is complete, run it and the setup wizard will ask you for two
ports to use for the Enterprise service:

»a Setup Wizard I&

‘ ') Listen Port

Select the part for the agent, and HTTPS connections

Port Humber:

Port 443 iz recommended. zince it usually open for outbound
communication on public networks,

Select the part for website acoess.
HTTFP Port Humber:

a0

Back ’ et ] ’ Cancel l

These two ports are used for website access, and agent communication. You will
need to make sure no other service is using them (Such as IIS) or the server will
not be able to accept connections.

Alternative ports numbers can be used, but it is not recommended. Port 80 is the
default port used for web browsers/servers. Port 443 is an ideal port for getting
through firewalls and routers - since it is left open for secure web pages.
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The next step in the wizard will ask you to setup the master account for the
system. If it is a windows account, you can type in a windows username, or even a

windows group name (Such as Administrators). Any windows account that matches,
can access the system.

If you don’t want to use windows accounts, you can also setup a stand alone
username and password combination. This is called a “Standard User Account”

[S2) Setup Wizar 23|

‘ ‘L) Initial User Account

Flease selectyour first user account for the reflector

@ Windows User Account:
Uzemame or group:
Adrniniztrators E]

") Standard Uzer Account:

| zermanme:

Pazzwiord:

(") Skip thiz step

Back ] [ I et l ’ Cancel

Click next, and the system will complete the installation process.

The installation is finished, and you can now login to the web based administration.
The administration website is located at:

https://host

Where *host’ is the IP Address or hostname of the server where you installed the
Enterprise server.
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Logging in

When you have finished setting up the Enterprise server software, you can login
using a web browser. The address of the site is:

https://host
Where ‘host’ is the IP address or host name of the computer where you installed it.
When you visit the page, you will get a security warning from your browser.

On Internet Explorer, it looks like this:

g1 There is a problem with this website's security certificate.
A

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.

'Q' Click here to close this webpage.

% Continue to this website (not recommended).

= More information

Click on the “Continue to this website...” link to get to complete the logon

The server uses a self-signed certificate, so this is normal. A self-signed certificate
still allows the connection to be encrypted, but you cannot guarantee the identity of
the server.

If you want avoid this warning message and have a valid certificate that matches
your Enterprise server domain name, see the “Certificate Setup” section.
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The initial page will ask for an invitation code:

!""\; IntelliAdmin
3 \0

Remote Administration

Please enter your invitation code below:

Logon ‘ Go-> |

This invitation code is not for logging in, but for your customers or users when they
call for support.

To login, click the link on the bottom left that says ‘Logon’.

This will lead you to the system logon:

SYSTEM LOGON

o - -
L 95° intelliAdmin
3 Remote Administration

Username:

Password:

| Login |

Type in the username and password you selected during the install.
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Installing the Viewer Plugin

A plugin is needed to connect and view remote computers. This viewer plugin works
with Firefox, Internet Explorer, and Chrome. Windows XP, 2003, 2008, 2012, Vista,
7, and 8 are supported.

To install the viewer go the viewer download section of the website to download
and install:

Remote Administration

W:e IntelliAdmin
R4 :

Remote Control Downloads  Viewer

Support Request

To connect to a remote ma
Computers

(1) Download the viewer pl
User Sessions

Downloads ‘ Download Now
Agent (2) Close all of your browser

Settings (3) Run the installer
Viewer T e ey i | T
Web

Administration

Depending on your browser, you may need to exit all browser windows during the
install. Once the installation is complete, you will be able to click on computers to
connect to them.
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Support Requests

Support requests are designed to be temporary connections that are removed when
you disconnect. This type of connection is ideal when the remote user does not
have any remote control software installed, and you are unable to install something
for them.

If you need a more permanent connection to a computer, then adding it to the
computer section is a better way (See the “"Adding Computers” section for more
details)

To help someone using a support request, start out by clicking on the “Start new
support session” button:

Remote Administration

g!i;f?g IntelliAdmin

Remote Control Remote Control  Support Request

Support Request

Computers Start New Support Session

%

User Sessions

To begin, click the "Start New Support Sess
Downloads
. Tell the remote user to visit http:/ M www.h
Viewer
Agent When they dg, they can download a helper]
computer,
Settings
Viewer
Web
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This will generate a new support request:

\{J Invitation Code: 490-002-745
L Waiting for user to connect...

Delete | Email User | Copy to clipboard

You can tell the user to visit the Enterprise server’s website and enter that 9 digit
code.

The website URL is http://host where *host’ is the host name or IP address of
your enterprise server.
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When the user visits the site, they will need to enter the invitation code:

Remote Administration

C B IntelliAdmin

Please enter your invitation code below:

490-002-745|

Go ->
Logon

The system is designed to take the invitation code any way the user types it — even
if they don’t type in the dashes, or add extra spaces, it will still work.

Clicking on the “go” button will automatically generate a helper application that the
remote user can download and run.

Femote Administration

E"Wa IntelliAdmin
2 ) i

Download the helper application to receive
help from vour administrator

Click to download

After a few seconds of negotiation with the Enterprise server the connection is
established. The request will now have a connect button next to it:

Invitation Code: 490-002-745 - Joel
U windows 7 (x64) | 5. ] 10.1.10.12 Connect

Delete | Email User | Copy to clipboard

To control their computer, simply press the connect button
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Since support requests are temporary, when you disconnect the support software is
removed from the remote machine, and the request is deleted from the interface:

Remote Contrel = Support Request

Start New Support Session

To begin, click the "Start New Support Ses
Tell the remote user to visit http:

When they do, they can download a hel
computer.
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Adding Computers

Adding a computer allows you to access it without asking the user to enter a code.
At any time you can connect to the remote machine and control it.

The agent will run while the computer is powered on, and will constantly keep itself
registered with the Enterprise server.

Adding a computer is simple, just go to the agent download page:

Remote Control
Support Request
Computers
User Sessions

Downloads
Viewer

Settings

VD e
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Once you are on the agent download page, take note of the host name that the
agent will use to connect to the Enterprise server:

Downloads Agent

To add a computer you will need to install the agent software.

(1) Select the host name the agent will use to ccnne&tm the sery,
Js.intelliadmin.com

2) Download the install package with the specified hostname

Download Mow

(31 Run the installer

' Software Setup..
I :

Completing setup...

(4) Once the agent contacts the server it will automatically sho

This value will be embedded into the download, and is automatically filled.

Make sure this hostname can be reached from the computer you will install the
agent on. If not, change the value before you download and it will be automatically
built into the package.

Click the download button, and the website will generate a setup package you can
use to add new computers to the system.
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After a few moments of negotiation with the server, a new entry will show up in the
“computers” section of the website:

Remote Control Computers

Search: Show only online computers

£} Page 1 of 2 (29 Resulis)

Add Computer |

First Tevious Mext Last | Jump to page:.4 Go

Yps BASEMENT_XP
MEY (791-175-120) - ken
Windows XP Professional | 5.545 | 10.10.28.1928

Control Watch

Edit | Delete

Jps DEVWKSTN
My (500-257-865) - Joel
Windows 7 (x64) | 5.545 | 10.1.10.12
Testing 123

Control Watch

Edit | Delete

s Help 27 Server

The software package can be re-used on as many computers as needed. You don’t
need to download a new package each time you want to add a new computer.

The name and description of the computer will be pulled from the operating system
at install time, but can be changed by editing it.

The Enterprise server was also designed to handle system cloning. Feel free to
install the agent on a clone source, and when a clone is brought online it will
automatically re-register itself so it has its own system ID.
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MSI Based Agent Install

If you need your agent install package to be in an MSI instead of an exe, you can enable this in the
settings:

Service Settings Agent Download Settings Agent Settings

Agent Download Options:

# Allow User to pick type when downloading
* Generate EXE files by default
Generate MSI files by default 4—_\——’//
Agent Host Settings:
< Allow user to set enterprise host at agent download time

* Set agent enterprizse host automatically

set agent enterprise host manually

Save

The MSI generated can be distributed using group policy.
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Editing Computers

You can change the name or description of a computer by editing it.

This can be useful if you want to search by phone number, or another piece of
identifying information.

To edit, click the edit button on the computer entry:

Tps BASEMENT_XP
ME/ (791-175-120) - ken
Windows ¥P Professional | 5.545 | 10.10.28.198

Control Watch

Edit (lisizsie

When you click on it, a dialog will pop up and allow you to edit it:

Edit ®

Settings Groups

Mame

BASEMENT _XP
Description

Workstation in the basement of
the north branch office.

(586) 555-1212

oK Cancel

Click OK to save your changes, and the computer is updated instantly.

http://www.intelliadmin.com Page 23



Deleting Computers

If you want to remove a computer, you simply click on the delete button in the
administrative interface:

a7 BASEMENT_XP
ME7 (791-175-120) - ken
Windows XP Professional | 5.545 | 10.10.28.198

Control Watch

Edit | Delete

One important point to note is that if the agent is online, the delete operation will
tell it to uninstall. If the agent is offline, the agent will not uninstall. The next time
it comes online, it will re-add itself to the system.

The reason for this behavior is that it allows you to cleanup your agent list without
worrying about losing access to computers that are hard to reach (For example, a
laptop that is on the road).
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Accessing Remote Desktop Sessions

Remote desktop sessions are automatically tracked by the Enterprise server.

This allows you to ‘jump’ in and shadow active sessions.

Controlling a remote desktop session is easy. When one is active, it will show up on
a list under the computer name:

/py Main File Server

ME) (372-411-782) - management
Windows 2003 Standard | 5.545 | 10.10.28.198
Intelliadmin Main File Server

Management |E|
IManagement

RDP: Joel )
Edit | Delete

Just select the RDP session from the list, and you can control or watch the session.
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Finding users across terminal servers and desktops

If you have multiple terminal servers, or have users logging into more than one
desktop - there is an easy way to find and remote into their desktop (Or RDP

Session)
Go to the “User Sessions” page, and you will see a list of all logged in users.

Under the user’s name is a list of the computers they are logged into:

_x"'- - -
@* intelliAdmin
a Femote Administration

Remote Control Remote Control User Sessions

Support Request

Search:
Computers
User Sessions |§| (10 Results)
Downloads
| Add Computer |
Viewer
Agent Jken %
Pt BASEMENT _XP (=]
Viewer | Contraol || Watch |
Web

joel
/—\QA\%W\ =]

This allows you to easily control a user session without digging around and trying to
find what computer, or terminal server that they are logged into.
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Multi-Monitor support

When connecting to a computer with more than one monitor you can show the
entire desktop, or focus in on just one monitor.

This is easily accomplished by selecting from the top of the viewer:

g G-THINK [Console Session] - o IEM
g ﬁ- @ @Snapshut O | Cul Al Del Digplay 2 W Conszole Sezsion

All Dizplays -
 Dizplay 1

Windows 7 and higher now have multi-monitor remote desktop sessions. You can
also connect to these even if you only have one monitor.

One note about multi monitor RDP sessions - Windows does not report the monitor
dimensions in these sessions so the two screens are combined into one for you to
control.
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Default Viewer Settings

You can pick the default settings for the viewer when connecting to a remote
computer.

Default Window Settings Default Connection Options

Stretch Window to Fit
Keep aspect ration 1:1
Allow Zoom Stretch
[C] Full Screen
[C] view Only
[] Disable Alpha Capture (Less mouse flicker)
[] Disable Screen Saver

] Force Automatic Refresh

Save

These settings will be saved for only the current user. This way each user can have
their own defaults that will follow them to any computer they connect from.

Note: These are *not* a way to secure settings. If you want to set polices that
force users to ask permission, or show the status window - see the user accounts
section.
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Website Preferences

If a user wants to see more or less of the items shown, they can change it in list

settings under the web settings section:

List Settings

Mumber of computers on a page
15

Mumber of user sessions on a page
15

Mumber of log entries on a page

15

Save

http://www.intelliadmin.com
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Server Preferences

Server preferences are system wide, and are under Administration->Server
Here is a list of the settings, and what they do:

Service Settings:

Service Settings Agent Download Settings Agent Settings

Automatically logoff inactive users

Maximum idle time in minutes

a0

Automatically delete support requests

Maximum support request age in hours

5

Automatically delete offline computers

Maximum offline time in days
30

[ Reject duplicate log entries

Purge old log entries

Maximum log age in days

90

Automatically Logoff Inactive Users

This option will automatically logoff users after a specified amount of time

Automatically Delete Support Requests

This option will automatically remove a support request after the specified amount
of time.
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Automatically Delete Offline Computers

This option will purge computers that have been offline for more than the specified
amount of time. If the computer does come back online after the deletion, it will
automatically be added to the list. This is a great way to keep your computer list
clean and free of decommissioned computers.

Reject Duplicate Log Entries

Sometimes you will get a log entry that is repeating at a regular Interval. This could
be an agent that has improper setup information, or a viewer with the wrong
credentials. When this is enabled, a log entry that is an exact duplicate will not be
added until the specified amount of time has passed.

Purge Old Log Entries

This option tells the server to automatically delete old log entries. After the
specified time they are permanently removed from the system.

Agent Download Settings:

Service Settings Agent Download Settings Agent Settings

Agent Download Options:
Allow user to pick type when downloading
® Generate EXE files by default
() Generate MSI files by default
Agent Host Settings:
L] Allow user to set enterprise host at agent download time
@ Set agent enterprise host automatically

(O Set agent enterprise host manually

Allow user to pick type when downloading

The agent setup package can be downloaded as an MSI file, or as an EXE. This
option allows the user to pick at download time.
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Generate EXE files by default

This option will pick the EXE option by default for downloading

Generate MSI files by default

This option will pick the MSI option by default for downloading

Allow user to set enterprise host at agent download time

This allows the user to set the hostname that will be embedded into the agent
setup package. If this option is not checked, then it will follow the options below.

Set agent enterprise host automatically

This tells the server to automatically fill the host field with the same address used
in the browser.

Set agent enterprise host manually

Tells the server to fill the host field with a specific host name.
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Agent Download Settings:

Service Settings Agent Download Settings Agent Settings

Show service tray icon

Allow user to configure agent

Save

Show service tray icon

This tells the agent software to always show a tray icon while the service is started.

Allow user to configure agent

This enables the ‘configure’ button on the agent settings window. It will allow a user
(If they are a local administrator) to view and change the agent’s configuration.
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User Accounts

The user management system is very flexible and provides a high level of access
control.

Account Administrator

There is always a core user account that has full access to every page, computer
and feature. This is called the ‘Account Administrator’

This account cannot be restricted or disabled, and it is always listed at the top of
the users section:

Remote Administration

ag;jfﬁﬁa IntelliAdmin

Remote Control Administration = Users

Support Request ..
Account Administrator

Computers

User Sessions
Administrators

Downloads
Viewer Edit .
Agent Users
Settings
Add User
Viewer

— \

It also is processed first when authenticating a user. This is something to keep in
mind if you pick a Windows group for the account. If a user matches the group,
they will be authenticated as an Account Administrator and not under a user
account you may have added.
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Account Types

There are two types of accounts: Windows accounts and Standalone accounts.
Windows Accounts

-Use the windows authentication system to authorize the user.

-The account name can be a username, or a windows group.

-It can be a local account (On the Enterprise Server), or a domain account.

-The account is always authorized at the Enterprise server, not the remote
computer

-The remote computer’s domain status (Joined or not) has no effect on
authentication

Standalone Accounts

-They are not tied to Windows at all
-You pick the username and password

Account type can be changed at any time in the user edit window:
Edit x

@ Windows User or Group
sername

Administrators

Standalone Account

oK Cancel
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Adding new accounts

Adding additional accounts is easy. Click on the ‘add’ button in the users section:

Remote Administration

C W IntelliAdmin
8o &)
Remote Control Administration Users
Support Request .
Account Administrator

Computers

User Sessions
Administrators

Downloads
Viewer dit
Agent Users
Settings
Add User
Viewear

An important point to note is you can add as many accounts as needed. You are not
limited by your license. The license only limits the number of concurrent
administrators. This means you can add all the necessary accounts, even if a user

is only going to access the system once in a while - it won't take away from any
license count.
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Editing Accounts

Any user account can be modified by clicking on the edit link below its name:

Account Administrator

I "f o Il Administrators

Add User

If an account is renamed, the system will automatically change the name in group

membership, and other areas of the system

http://www.intelliadmin.com
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Deleting Accounts

A user account can be deleted by clicking the delete link below its name:

Account Administrator

4

Administrators

o

m
o
=

Users

Add User

i

mark

dit | Delete

dd

nathan

Edit | Delete

Add User

Note that the account administrator can never be deleted, that is why it has no
delete option.

When an account is deleted, all of the preferences are deleted along with it. This
includes support request numbers, settings, and group membership.

It is a permanent operation that cannot be reversed.
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Account matching

When the Enterprise server authenticates a username, it processes it from top to
bottom in the user list. When it gets a match, it stops and grants the user the
permissions for that account:

Account Administrator

Administrators

o
-

m

dit

Users

Add User

:? ' Remote Users
Edit | Delete

il

nathan
Edit | Delete

Add User

You can drag and drop to change the order.

For example, if a user named Nathan logs in, and a user account named Nathan is
a member of administrators - he will be granted full Account Administrator access,
not the permissions set under the ‘Nathan’ account.

If a user named Elizabeth is a member of the Windows group ‘Administrators’ and
‘Remote Users’ she too will be granted Account Administrator access.

The system will always stop at the first match.
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Limiting website access

If you want users to only have access to certain parts of the web interface, you can
do this by changing their website access settings:

Edit b3
Edit x
Account Web Access Computers Support Requests
Account Web Access Computers Support Requests
Standard Administrative
Remote Control Settings Standard Administrative
Support Request vl Viewer
7] Computers 7 Web Administration
V] User Sessions Logs Server
Downloads Viewer Access Users
Viewer Agent Groups
¥| Agent Web Access
oK Cancel OK Cancel

Website access is divided into two sections:

Standard, and Administrative

They are separated to make it clear that granting any access to the Administrative
pages potentially allows the user full control.

If you want to limit the user in any way, and don’t want them to have the
power to change it - make sure they do not have access to any of the
Administrative pages

An example that explains why:

Imagine that you force a user to ask permission before connecting. If they have
access to the administrative ‘Users’ page, they could simply go in and change their
own permissions — and then switch it back when they were finished.
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Support Request Policies

You can enforce policies for all support requests for each user. This allows you to
force the status window to be displayed, only allow the user to view a remote
session and much more:

Edit x

Account Web Access Computers Support Requests

[[] user is forced to ask permission before connecting
[[] Tray icon flashes while connected

[[] Status window is always displayed

[[] User can only view computers

[[] user cannot use watch mode

[[] User cannot disable the screen saver

OK Cancel

These settings are only for support requests, and have no effect on connections to
permanent computer entries.
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Limiting Computer Access

By default, new users are granted access to all computers.

Just like support sessions you can set policies that limit that access.

The ‘Allow access to all...” option allows a user to access all computers. This option

still allows you to restrict that access by setting global policies:

Edit x

Account Web Access Computers Support Requests

Default Permissions Group Membership

@ Allow access to all computers with these permissions
[l User is forced to ask permission before connecting
[l Tray icon flashes while connected
[l status window is always displayed
[l User can only view computers
[C] User cannot use watch mode

[l User cannot disable the screen saver

7 User access controlled by group membership

OK Cancel

This allows you to enforce settings when a user connects to any system
‘Computers’ section.
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Limiting access to specific computers

Many times you may find it necessary to only allow access to a specific list of
computers, or have different permissions for certain groups of computers. This can
be accomplished through the use of groups.

To use groups, change the setting to “User access controlled by group
membership”:

Edit ®

Account Web Access Computers Support Requests

Default Permissions Group Membership

Allow access to all computers with these permissions

@ User access controlled by group membership

oK Cancel
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Next, we need to setup a group that will control the users’ access. Go into the

groups section:

Settings
Viewer
Web
Administration
Server

Users

| crows |

Click the “Add Group” button to add a new group, and pick a descriptive name for

your group. In our example here we are going to setup a group for view only
access:

Add Group EI

Settings ‘ Users H Computers H Permissions ‘

Group Name

View Only Access
Automatic Settings
[C] Automatically add new users

[[] Automatically add new computers

oK Cancel
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Now that you have setup the group name, you want to pick the users that will have

access to it:

Add Group

x|

[] nathan

| Select All || Select None

[C] Only show selected items

Remote Users

Settings | Users | Computers H Permissions ‘

Ok

Cancel
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Next, you need to pick the computers that are a member of this group:

Add Group

‘ Settings

BASEMENT_XP

] DAVE-HP
DEVWKSTN

Help 27 Server

[[] HomeBackup

[[] Minecraft Server

Blmabn mom o 7 i e

| Select All || Select Mone

[[] Only show selected items

x|

‘ Users ‘ Computers ‘ Permissions ‘

OK

Cancel

An important point here is that a computer can be a member of more than one

group. This allows you to create different access level groups for the same

computers. For example one level could be ‘view only’; another could be ‘ask for

permission before connecting’.
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Finally, you will need to set the permissions for the group:

Add Group »

Settings Users Computers Permissions

[[] user is forced to ask permission before connecting
[C] Tray icon flashes while connected

[[] status window is always displayed

User can only view computers

[[] User cannot use watch mode

[ User cannot disable the screen saver

Ok Cancel

In our example case, we are creating a group named ‘view only’ so we will set the
policy to only allow users to view the remote computer.

Now when this user logs in, they can only see and view the computers listed in their
group:

Search: [CIshow only online computers

12| (3 Results)

Add Computer

My BASEMENT_XP
MET (791-175-120) - ken
Windows ¥P Professional | 5.545 | 10.10.28.198
Workstation in the basement of the north branch office. (5868) 555-1212

View Watch
Edit | Delete
My DEVWKSTN
W (500-257-865) - Joel

Windows 7 (x64) | 5.545 | 10.1.10.12
Testing 123

View Watch

Edit | Delete

,-:'f Help 27 Server
MW7 (123-430-015)
Windows 2008 R2 (x64) | 5.545 | 64.46.45.31

View Watch
Edit | Delete

The system will also change the “Control” button to “View” when the user only has
view permissions.
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Multiple groups

More than likely users will become members of more than one group. Sometimes
groups will overlap in their permissions.

For example, groupl has some of the same computers that group 2 has. If a user
is @ member of both, then what permissions will they get?

They will get the first match going from top to bottom:

Groups

Add Group

2| Limited Access

Edit | Delete

2 View Only
Edit | Delete

2| Main Group
Edit | Delete

Add Group

Just like the user accounts, you can drag and drop the groups to position them.
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Spying on computers without the user knowing

It is possible to watch a computer without the remote user knowing. This is called
‘Watch mode’.

When you are in watch mode:
-The viewer will turn red to indicate this
-Mouse, keyboard and clipboard events will not be sent to the remote host

-The mirror driver will not be used (This causes flashing that the user could
identify)

-No status window is displayed
-No tray icon blinks

Everything is done to keep the user from knowing that you are connected. With
that said, watch mode will automatically be disabled if the user is forced to:

-Flash the tray icon while connected
-Ask permission before connecting

-Show the status window.

Add Group x

Settings Users Computers Permissions

[[] user is forced to ask permission before connecting
[[] Tray icon flashes while connected \
[ statusMindow is always displayed

[[] user/an only view compi¥ers

[[ Usér cannot use watch mod

[[ User cannot disable the screen 2gver

OK Cancel
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Disabling Watch Mode

Watch mode can be explicitly disabled in the group or user policy:

Add Group »

Settings Users Computers Permissions

[[] User is forced to ask permission before connecting
[[] Tray icon flashes while connected

[[] status window is always displayed

[C] User can only view computers

User cannot use watch mode

[l User cannot disable the screen saver

Ok Cancel

This will cause the watch button to be removed from the viewer, and the web
interface:

Add Computer

_.""J[ BASEMENT_XP
M) (791-175-120) - ken
Windows XP Professional | 5.545 | 10.10.28.198
Workstation in the basement of the north branch office. (5868) 555-1212

Control
Edit | Delete
My DEVWKSTN
MW (500-257-865) - Joel

Windows 7 (x64) | 5.545 | 10.1.10.12
Testing 123

Control

Edit | Delete

Ay Help 27 Server
My (123-430-015)
Windows 2008 R2 [x64) | 5.545 |

Control

Edit | Delete
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Difference between Watch Mode and View Only

You may be wondering what the differences are between “Watch Mode” and “View
Only”. The differences are:

-View only will not automatically disable the status window, tray icon, or request
access features. If these are set the user will still know you are connected

-View only refreshes faster, and can use the mirror driver. This means using view
only will have a quicker and more accurate display

-Watch Mode puts stealth as its highest priority to the detriment of screen updates.
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Backup and Restore

Backing up your data

The Enterprise server stores all log, computer, and settings in a database. This
database is automatically backed up once a day. 7 Days of backups are kept by the
system.

These backups are stored under:
{INSTALL_FOLDER}\Enterprise\Reflector\WebServer\DBEngine\Backups

If you want to backup manually, you can use the backup.bat script in the folder:
{INSTALL_FOLDER}\Enterprise\Reflector\WebServer\DBEngine\

To run the backup manually get to a command line in that folder:

BN Administrator: Admin Cmd Prompt == 28

C:~Program Files <x86>-IntelliAdmin“Enterprisze~Reflector~WehServer~DBEngine >

Then type:

backup.bat NAME_OF_BACKUP_FILE

To create a backup named, upgrade.bak you would call it like this:
backup.bat upgrade.bak

The backup file would then be in the folder:

{INSTALL_FOLDER}\Enterprise\Reflector\WebServer\DBEngine\Backups

INdITIE

|| Install.bak

|| LastBackup.bak
|| Thursday.bak
|| upgrade.bak
|| Wednesday.bak
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Restoring your data

To restore a backup, you simply need to call the script named restore.bat located in
this folder:

{INSTALL_FOLDER}\Enterprise\Reflector\WebServer\DBEngine\
You call it with the name of the file that is in the backup folder.
For the previous backup, we could use this command line to restore:

restore.bat upgrade.bak

BEA Administrator: Admin Cmd Prompt

C:“Program Files (xB6>~IntellifAdmin“~Enterprisze-Reflector-llebServer~DBEngine*rest
ore.hat upgrade.hak

Restoring upgrade.hak ...

Reztore Complete?

C:“Program Files (xB6>~IntellifAdmin“~Enterprisze“Reflector-lebServer~DBEngine>

After the restore, all of the settings, logs, and computer lists are updated to the
backup image.
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Website certificates

Getting a valid website certificate will prevent users, and customers from seeing
this message when going to the Enterprise server website:

The site's security certificate is
not trusted!

You attempted to reach 127.0.0.1, but the server presented a
certificate issued by an entity that is not trusted by your
computer's operating system. This may mean that the server
has generated its own security credentials, which Chrome
cannat rely on for identity information, or an attacker may be
trying to intercept your communications.

You should not proceed, especially if you have never seen this
warning befare for this site.

I Froceed anyway] I Back to safet'_-,rl

P Help me understand

This message is shown when the default self signed certificate is used. Itis
important to note that your connection is still encrypted, but the reason for the
error is that the identity of your server cannot be verified.

To get a certificate, first you must generate a request on the server. Start by
getting to a command line in this folder:

{INSTALL_FOLDER}\Enterprise\Reflector\OpenSSL
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Once you are there, run the script named request.bat. It will ask you for a list of
options for the certificate request:

Country Name - A two letter code for the country where your organization
is located

State or Province Name - State or province where your country is located
Locality Name - The city where your organization is located.
Organization Name - Your company name

Organizational Unit Name - The name of the section within your company
(IT Dept)

Common Name - This is the domain name for the certificate (Ex:
remote.example.com)

Email Address — Email address that will be listed on the certificate

You will be asked for a challenge password, and an optional company name.
You can just hit enter for each of those options.

When the script completes, two files will be in that folder:

private.key - A text file containing the private key. This file is important. Keep it
secure, and make sure it is backed up.

request.csr — The file you will send to a certificate provider to purchase your
certificate.

Next, you need to visit a certificate provider and provide the request.csr when
purchasing. Some providers that we have used successfully are:

GoGetSSL.com (http://www.gogetssl.com)

Comodo (http://www.comodo.com)

Verisign (http://www.verisign.com)
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Once your certificate is approved by the provider, they will send you the public side
of your key.

You will need this plus the private key you generated earlier. To register the
certificate, get on the Enterprise server itself, and launch the settings application.

Go to the settings tab:

Intelli

ADMINISTRATION SOFTWARE FOR

Statistics | Settings | License | About

Server Settings

HTTPS and Agent Listen Port:
443

HTTP Listen Port:
20

Website 551 Certificate

A 551 Cerfificate is used to secure the website, The server wil use a self
signed certificate if one is not specified here,

Status: Self Signed

| set || UseselfSigned |

’ "ﬁceﬂlﬁib/\xh*
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Click the ‘set’ button to enter your certificate information:

red set 55L Certificate Information

i SSL Cerificate Settings

Copy and paste wour certificate information provided by wour 551 Provider, Certificate
information needs ko be in Format used by the Apache Web server
Mote: Incorrect certificate information can disable the S5L website.

Private Key | public Key | Intermediate Ca

QK Zancel

Open the private key file, and paste the contents into the private key section. Do
the same with the public key you got from your certificate provider.

Some certificates require an addition “Intermediate CA” certificate. If your
certificate provider has one, you will want to paste it under this tab for maximum
browser compatibility with your certificate.

Once you are finished, restart the IntelliAdminERC service.
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Close all browsers that were open to the website before, and try the secure site to
verify that the certificate is functioning:
hitps://rc.intelliadmin.cc x Y v

= C | § https;//rc.intel
570 ELIF - Home -G Comet Ante

If you cannot reach the website, it means that the certificate was not valid. Check
to make sure there is no extra text in either the public or private key.

If you are still having trouble getting the certificate to work, please send us an
email at support@intelliadmin.com and we will be happy to help out.
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